
In our Future of Consumer series, we have previously explored how 
supply chain management is business critical in the consumer goods 
and retail sectors. Good management ensures that the right goods and 
ingredients get to market when they are freshest, when there is 
demand, in time for any promotions, and at the lowest cost. However, 
supply chains are also often engaged in relation to the processing of 
consumer data, including consumer preferences, purchasing history, 
financial and credit card details, and data analytics. 

In a world where data is fast becoming a company's most valuable 
asset, engaging a service provider to process personal data on behalf of 
a company is commonplace. However, since 25 May 2018, the advent 
of the EU General Data Protection Regulation ("GDPR") has triggered 
specified regulatory requirements with respect to any commercial 
agreement involving the processing of personal data.  
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The GDPR requirements 

Under the GDPR, any company appointing a service 
provider to process personal data on its behalf is required 
to ensure that such service providers provide “sufficient 
guarantees” to implement appropriate technical and 
organisational measures so as to comply with the GDPR. 
There must be a written agreement between the controller 
and the processor and such agreement must incorporate 
the specific requirements set out in Article 28. 

In the years leading up to the GDPR, it is fair to say that 
best practice for agreements involving personal data had 
evolved to include a range of supply chain protections 
from data breach notifications to controller rights to 
information or request compliance inspections. These 
provisions have now been elevated to mandatory legal 
requirements under the GDPR. 

Impact of regulation on supply chain 
negotiations

Sub-processors: strengthening the supply chain  

A combination of requirements under the GDPR together 
seek to ensure that clients retain control over personal 
data, even if the service provider wishes to sub-contract 
some or all of the processing to another entity. In addition, 
the original service provider cannot absolve itself of liability 
by using a sub-contractor. 

Under the requirements of Article 28, service providers are 
prevented from sub-contracting without the client's prior 
written authorisation, which can be general or specific. On 
the whole, clients are often unwilling to give general 
consents (e.g. a blanket consent to all sub-contracting) 
unless there are clear boundaries or conditions attached to 
that consent. However, if general consent is given, the 
service provider must inform the client of any changes in 
sub-contractors and give the client an opportunity to 
object. Whether it is realistic to seek such individual 
consent from the client for each change in sub-contractor 
will no doubt depend on the complexity of the supply chain 
and the practicalities of doing so.

Audit rights: an extension of the 
accountability principle  

The GDPR requires service providers to allow for, and 
contribute to, audits (including inspections) conducted by 
the client or a chosen auditor of the client. It is worth 
considering the inclusion of any such provisions in light of 
existing information, record keeping or audit provisions in 
a commercial services/supply agreement. In negotiating 
these provisions it is also worth considering how 
prescriptive the audit process should be; how often is an 
audit permitted? At who’s cost? What is the scope of the 
audit? Who should the auditor be and how should they be 
appointed? Can the client rely on the results of an audit 
carried out by the service provider? Again multi-tenanted 
platform service providers, in particular, tend to strongly 
resist audit rights due to by logistical challenges inherent 
in the nature of the services they offer; however parties 
may seek to compromise by using a jointly appointed or 
supplier-appointed independent third party auditor. 

Security measures: what is appropriate? 

A service provider is subject to the same security 
requirements as the client under the GDPR. It must take 
all measures required under the security provisions in 
Article 32 - namely to implement appropriate technical 
and organisational measures to ensure a level of security 
appropriate to the risk of processing. The GDPR is not 
prescriptive as to what measures an organisation actually 
needs to implement to comply with this obligation, as this 
will need to be assessed on a case by case basis. Related 
challenges for negotiation in a supply chain context 
therefore include: what security requirements this 
obligation actually imposes in practice (taking into 
account the state of the art, the costs of implementation, 
nature, scope, context and purposes of processing, as 
well as the risk associated with the loss or disclosure of 
personal data); whether the service provider needs to 
comply with detailed security requirements imposed by 
the client; and how parties can actually evidence 
compliance with these requirements. 

In this briefing we examine how these regulatory requirements with 
respect to data are resulting in commercial scrutiny of privacy 
provisions in supply chains as parties try to ensure that they are not 
left with a data liability gap. Further, where customer data analytics are 
being used to derive value, thorough due diligence will be needed 
throughout the supply chain together with robust data protection 
mechanisms.  
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Article 28 GDPR requires the commercial 
agreement between the parties to oblige 
the service provider to:

•• only act on the client's documented instructions;

•• impose confidentiality obligations on all personnel 
who process personal data;

•• ensure the security of the personal data that it 
processes;

•• abide by the rules governing appointment of 
sub-contractors;

•• implement measures to assist the client in 
complying with the rights of individual data 
subjects;

•• assist the client in obtaining approval from 
regulatory authorities where required;

•• at the client's election, either return or destroy 
personal data at the end of the relationship (except 
as required by EU or Member State law); and 

•• provide the client with all information necessary to 
demonstrate compliance with the GDPR, including 
allowing for or contributing to audits or 
inspections.

•• or inspections.

The commercial agreement must also set 
out the: 

•• subject matter and duration of the processing

•• the nature and purpose of the processing

•• the type of personal data and categories of data 
subjects and 

•• the obligations and rights of the client. 
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A service provider is also required to assist the client in 
ensuring compliance with its data breach notification 
requirements (both to the regulatory authority and the 
individual data subject), taking into account the nature of 
the processing and information available to the service 
provider. Once again, ambiguity remains over how much 
assistance is required by this obligation, whether 
“reasonable” assistance will suffice, whether the service 
provider should be entitled to charge for such assistance 
and whether this places additional regulatory responsibility 
on the service provider for the client's own compliance.

Gold-plating 

Guidance issued by the UK regulatory authority (the ICO) 
re-iterates that the Article 28 provisions are very much a 
minimum set of terms; clients and service providers may 
wish to supplement them with additional processing 
provisions.  Whilst clients continue to have more extensive 
liability than service providers under the GDPR, the former 
are still reliant on service providers to assist them in 
complying with their legal obligations. As a result, there are 
likely to be certain areas where clients require service 
providers to fulfil obligations that go beyond those set out 
in the Article 28 mandatory provisions, in order to comply 
with the GDPR. 

It is often these “gold-plated” provisions that are the 
subject of most negotiation in commercial services/supply 
agreements as well as the related provisions addressing the 
respective risk allocation of the parties referred to below.  

Risk allocation shift: emerging market practice? 

Article 28 is silent on liability between the client and service 
provider. This is unsurprising given the bespoke nature of 
risk allocation between the parties and the need to balance 
and consider a variety of factors on a case by case basis, 
including the nature of the service provision and the relative 
exposure and mitigation measures available to each party. 
The liability regime falls outside the prescriptive mandatory 
provisions. However, we are now seeing a shift in the focus 
on, and related negotiation dynamic regarding, liability and 
indemnity protection. Whilst it will be some time before we 
are able to determine the approach to market practice, one 
thing is certain; liability regimes for breach of data 
protection provisions are being elevated in importance for 
both parties.

A position of uncapped liability for data protection 
breaches is definitely not market practice in the GDPR era. 
On the client side, clients are pushing for data protection 
breaches to be carved out of the overall liability cap; 
requesting high value "super caps" instead, in line with the 
higher penalties under the GDPR. On the service provider 
side, service providers are strongly resisting high caps for 
all but the most complex, high value and high risk 
agreements. This approach is reflected by requests from 
clients for more extensive contractual insurance 

obligations and a need for both parties to review the extent 
of their existing insurance coverage (including cyber 
liability insurance in the event of a data breach, given 
potential gaps in some traditional insurance policies).

In certain markets (particularly in the United States) we are 
also starting to see data loss being included as a specific 
head of loss under which a client is able to claim under its 
commercial services/supply agreement. As well as specific 
heads of loss being called out in the context of indemnities 
for data protection breaches (e.g. fraud prevention costs, 
breach notification costs).

Looking ahead: watch this space

Arguably the more prescriptive nature of the client/service 
provider relationship under the GDPR and the closer 
scrutiny warranted by both parties, is no bad thing for 
ensuring supply chain protection and further building trust 
and relationships with individual data subject. The GDPR 
makes it very clear that whilst risk can be outsourced to 
others in the supply chain, overall statutory responsibility 
cannot be outsourced. 

The ICO currently prides itself on its "pragmatic and 
proportionate" approach to enforcement, with high fines 
being regarded a method of last resort. To date, the ICO 
has taken a light touch approach to investigating and 
enforcement action in respect of data processing 
arrangements as well. It remains to be seen whether this 
will continue once the GDPR applies, although we have 
already started to see closer regulatory scrutiny of complex 
data supply chains in the wake of the ICO's investigation 
into data analytics in political campaigns. 

FMCG companies looking to derive significant value from 
their customer data through use of data analytics and 
complex supply chains will need to ensure that they 
undertake appropriate due diligence with respect to their 
suppliers and include appropriate and robust data 
protection provisions to comply with the GDPR.



HERBERT SMITH FREEHILLSTHE ABC TO GDPR COMPLIANCE 05

Previous issues

Issue 1

The future of 
retail: AI, AR  
and VR

When you think of current trends in the consumer and retail sectors, 
buzzwords like "artificial intelligence", "augmented reality" and "virtual 
reality" spring to mind. The retail scene is undergoing fundamental 
disruption – and these emerging technologies are centre-stage. 
Traditionally, such technologies were often characterised as mere 
"hype" and considered better suited for sci-fi movies rather than the 
real world. However, they are now very much a reality and continue to 
develop rapidly, causing consumers and retailers alike finally to take 
them seriously.

Today's consumers have an overwhelmingly 
large range of products and services to choose 
from, and are inundated with a constant flow of 
advertisements wherever they go. The result is 
that they crave a more personalised experience. 
Retailers have therefore started to exploit the 
progress made by tech giants to fulfil this 
demand. The gradual deployment of artificial 
intelligence, AR and VR in the consumer sector 
is enabling retailers to collect a large volume of 

data and gain a deep understanding of 
customer behaviours and preferences, which 
can translate into long term benefits for the 
consumer of the future. However, there are 
legal issues which arise and require 
consideration. 

In this article we explore these technologies, 
including examples of their use in the retail 
sector and the associated legal issues. 
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Issue 2

Targeted 
advertising

It is estimated that the average consumer is exposed to up to 10,000 
ads in a single day. Advertising is a big part of the consumer experience 
and as technology increasingly plays a protagonist role in our daily lives, 
it is no news that online advertisements are steadily replacing the more 
traditional forms of publicity. The UK's Internet Advertising Bureau 
recently announced that the overall digital ad spend in the UK grew by 
13.8% to £5.56 billion in the first half of 2017 alone, with spend in online 
video ads overtaking the expenditure on banner ads for the first time. 

At the same time, over 40% of the world's 
population now has access to the internet and 
users are constantly leaving digital footprints, 
across a range of online channels, by willingly 
sharing mass volumes of useful data. This 
creates a huge market for advertisers, as well 
as a vast pool of insightful information about 
consumer behaviours and preferences. 
Technology giants such as Google and 

Facebook are also making an impact by 
creating platforms that enable data not only 
to be collected more easily but also analysed 
and extracted. 

These combined developments have 
kick-started the reshaping of the advertising 
industry, particularly in terms of enabling 
organisations to target advertising at their 
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Issue 3

The supply chain 
and brand value

In his article we look at how transparency and business ethics are 
driving supply chains to the foreground, and how new technologies can 
give your business an edge.

Supply chain management is business critical in the FMCG sector. It 
ensures that the right goods and ingredients get to market when they 
are freshest, when there is demand, in time for any promotions, and at 
the lowest cost. But it also ensures that consumers are getting what 
they pay for: not only a product that's consistent with its marketing – 
including where it comes from any what it contains - but also a product 
consistent with the consumer's values. These values increasingly focus 
on sustainability and business ethics as part of a brand's image.

We have previously explored how the use of 
artificial intelligence and big data analysis is 
being used by retailers. Artificial intelligence 
and machine learning can help to forecast 
sales, reduce waste, and deal with shrinkage: 
the mismatch or loss of stock due to damage 
or stocktaking errors. This was considered 
inevitable until recently, but is now something 
which businesses have a real hope of 
eliminating entirely.
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Issue 4

Targeting online 
risk

In our latest publication in our Future of Consumer series on issues 
facing the Consumer sector, we look at some of the online risks 
threatening businesses today. We examine the options available to 
tackle IP infringements online, such as the sale of counterfeit goods, 
with a focus on the most powerful weapon for rights holders - blocking 
injunctions from the courts. We also provide practical tips to help 
tackle and combat online infringements. 

Online infringement

A torrent of online risks threaten businesses 
today, potentially damaging to their products, 
data, content or wider reputation. The rise of 
online infringement is linked to the ease with 
which anyone can register a domain name and 
the popularity of social media and other 
e-commerce platforms, as it has enabled 
counterfeiters to access cheap routes to 
market and vastly expand their operations. 
Counterfeiters can also raise the profile for 
replicas, by using paid searches on Google or 
popular hashtags on Instagram. Online piracy 
is rampant and a significant element of these 
online threats now comes from accessing 
unlawfully streamed content, whether music, 
film or sports coverage. 

Given the huge volume of online 
infringement, IP owners are increasingly 
targeting intermediaries, such as ISPs, hosting 
providers and third party marketplaces (eg 
Amazon and eBay) as a means of combatting 
these infringements. Counterfeiters rely upon 
intermediaries to provide services and their 
market access is impeded, if these services 
are blocked.

However, intermediaries can seek to reply 
upon the defence provided by Article 14 of the 
E-commerce Directive. The law on this area 
has been developing since the CJEU's seminal 
decision in L’Oréal v eBay1 in 2011. In this case, 
it was affirmed that, under EU law, the defence 
applies to hosting providers only if they do not 
play an active role which would allow them to 
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Issue 5

Bricks and clicks

The last two to three years  have seen a number of significant M&A 
transactions between traditional bricks and mortar retailers and online 
retailers. In part, these transactions may be seen to be a result of the 
maturing of the online retail space. Traditional retailers are now more 
comfortable with online operating models and the valuations applied to 
these businesses, not least because nearly all retailers of note will have 
some online presence themselves. The nature of the recent transactions 
also provides some indication as to the future development of retail 
and, in particular, the growing convergence of the online and bricks  
and mortar business models.

In previous articles in our Future of Consumer 
series we have examined how artificial 
intelligence, augmented reality and virtual 
reality are being used by retailers to offer an 
enhanced retail experience to consumers. This 
briefing focuses on the fundamental changes 
to retailers’ models of operation that have 
occurred since the emergence of the internet 
as a retail platform. We look at how these 
changes have influenced recent M&A activity 

in the retail space and how this activity 
indicates a growing convergence of the 
operating models of online retails and 
traditional bricks and mortar retailers.

Driven by the realisation that bricks and mortar 
retailers will never be able to overcome the 
advantages that an online model offers in 
terms of convenience, costs, flexibility and 
access to markets (discussed below), bricks 
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